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Cyberbiosecurity has become a critical
priority for healthcare laboratories; ensuring
the protection of sensitive assets while

maintaining operational integrity, public trust,

and biosafety/biosecurity. Strengthening
cyber resilience in these environments is vital
to preserving the confidentiality, integrity,
and availability of patient data, research

outputs, and laboratory systems. In alignment
with this imperative, the National Institute for

Communicable Diseases (NICD), a division

of the National Health Laboratory Service
(NHLS) in Johannesburg, South Africa,

hosted a two-day cyberbiosecurity training
workshop on 15-16 May, 2025 .The workshop
aimed to equip laboratory personnel with
foundational knowledge and practical
strategies in cybersecurity, cyber hygiene,
and risk mitigation tailored for diagnostic
laboratory settings and biocontainment
environments.

The training targeted Healthcare laboratory
personnel based at the NICD who routinely
work with patient data, research data, and
networked equipment, particularly those
working in high- and maximum-containment
environments where high conseguence
biological materials are handled. Building
on the success of last year’s pilot course,
this second installment was delivered at
the Regional Diagnostics Demonstration
Centre (RDDC) — a Centre of Excellence

at NICD. Twenty participants from diverse
laboratory disciplines attended, gaining
exposure to cyberbiosecurity principles,
dual-use pathogen protection, preparedness
and recovery planning, and key cyber risk
controls relevant to laboratory operations.

Next Steps

. Continue to support NICD laboratory
end users as they try to improve their
cyber hygiene posture and resilience
Increase awareness in Africa for the
need for these rostered experts through
outreach initiatives.
Create awareness in South African
public health laboratories and drive
effective cyberbiosecurity risk
management
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APRIL BSBS HIGH LIGHTS SOUTH AFRICA
TRAINS UNSGM EXPERTS FOR BIO-CHEMICAL

INVESTIGATIONS

The United Nations Secretary General’s
Mechanism (UNSGM) was established by
the United Nations General Assembly, in
terms of Resolution A/42/37 C (1987),

to carry out prompt investigations in
response to allegations of the possible
use of chemical, biological and toxin
weapons.

Paragraph 40 of Annex | of the General
Assembly Document A/44/561 stipulates
that any interested Member State may
designate to the Secretary-General
relevant specialized training courses
available to qualified experts nominated
to the SGM roster.

Per the above-mentioned Annex, the
Republic of South Africa, represented by
the National Institute for Communicable
Diseases (NICD), a division of the
National Health Laboratory Service
(NHLYS), in cooperation with the United
Nations Office for Disarmament Affairs
(UNODA), hosted a two-week Basic
Training Course within the framework of
the UNSGM.

The two-week basic training course held
from 9-20 June 2025 covered: Guidelines
and procedures of UNSGM missions, skills
training for conducting an investigation,
and three-day mission simulation
practical training.

The course targeted Various experts
nominated by their respective
governments to serve as Subject Matter
Experts on the United Nations Secretary
General Mechanism’s (UNSGM) Roster
of Experts who would be called upon to
investigate an alleged use of biological,
chemical or toxin weapon/s. This follows
the successful hosting of the Basic
Training Course for the last three years
(2022-2024) where the RDDC has
welcomed 56 experts from 34 countries
around the world.

The Regional Diagnostics Demonstrations
Centre (RDDC), ran its 4th round of

this basic training course from the 9th

to the 20th of June 2025, bringing
together a new cohort of 15 experts

from 13 countries around the world
(including Burundi (2), Chile, Finland,
Hungary, Iraq, Italy, Kazakhstan, Poland,
Portugal, Senegal (2), Sudan, Tanzania,
and the United Kingdom), nominated

by their respective governments to the
UNSGM roster, with the overall objective
of providing a better understanding

of the experts’ roles in carrying out
investigations of alleged use, should they
be deployed.

To date, South Africa has trained 71
experts from 40 countries worldwide and
will continue to offer this training in the
future.


https://disarmament.unoda.org/wmd/secretary-general-mechanism/
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South Africa is one of the few countries on the roster
representing the Global South and is therefore highly valued for
its contributions to strengthening the mechanism.

The training was conducted with support of UNODA, Public
Health Canada, South African Council for the Non-Proliferation
of Weapons of Mass Destruction (NPC), NICD, Protechnik.

Next Steps

Continue to support the UNSGM in providing this basic
training course for rostered Experts.

Develop and run additional core skills training for these
experts.

Create awareness in Africa for the need for these rostered
experts through outreach initiatives.

THE UNMUTED WEBINAR SERIES HAS ARRIVED—TUNE IN, SPEAK OUT!

Unmuted: Biosafety and Biosecurity Talks launches with its opening session:

“Youth at the centre of Biosafety and Biosecurity”

The first session brings together
youth leaders and early-career
experts who are involved in
biosafety and biosecurity.
Together they will discuss

what youth engagement in

this field entails, why it matters
and how they are already
influencing science, policy and
preparedness around the world.

This session will explore:
. How youth are leading

Inaugural Session: Youth at the
centre of Biosafety and Biosecurity

TBA  [] ONLINE

Register Here: rb.gy/b7kd8f

innovation and advocacy Session Description: This session will explore what it means to
in biosafety engage youth meaningfully in biosafety and biosecurity; from

. The challenges they face
. What inclusive next-
generation leadership in

local innovation and public health advocacy to policy
engagement and global science diplomacy. Through personal
stories, lessons learned and forward-thinking ideas the youth
speakers from diverse regions will share how they are

biosecurity should look like navigating this field and what they believe the future of global

biosecurity should look like.
To join the conversation;
Register here rb.gy/b7kd8f

UNITING FOR PROGRESS: KEY REGIONAL AND INTERNATIONAL INITIATIVES

News highlights, events, and updates on biosecurity and
health security in the region or topical to the region. Note
that these are not exhaustive.

. Check out the article on Domestication of the African
Regional Biosafety and Biosecurity Legislative
Framework - Lessons Learned from the First Four
Countries: Zambia, Botswana, Lesotho, and Sierra Leone.

. Apply for the Africa Bioethics Network Fully funded

virtual training to be held in August. Deadline for
applications is 20 July 2025.

Free Bioinformatics summer workshop from 11-15
August. Register here.

Applications for the South African Field Epidemiology
Training Program (SAFETP) are open till 31 July 2025.
Find More information here.

The official SABBN website has been launched!! Visit the
site and subscribe, follow the linked in page as well.

BIOSAFETY & BIOSECURITY
NETWORK - SOUTHERN AFRICA
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